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Annex E. Germany 

Figure E.1 Executive summary – Germany 
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E.1. Background 

Since the end of the Cold War, successive German governments instigated consecutive rounds of defence 
spending cuts.1 Over the past three years, the shifting European security environment, bolstered by public 
support for modernising the Bundeswehr,2 has helped incentivise increases in the German defence budget. 
As a result, Germany has announced defence spending increase from 1.2 to 1.5 per cent of GDP by 
2025.3 As of 2017, the German defence industry employed 135,700 personnel and generated a turnover 
of €28.4 billion.4 The German DTIB is comprised of globally operating companies and a network of 
SMEs. Germany is exhibiting a growing focus on multinational programmes to deliver new capabilities, 
and has a highly skilled workforce with a strong technological and industrial base beyond the defence 
sector, which it began investing heavily in modernising after World War II.5  

The German DTIB faces unique constitutional, political and cultural conditions,6 including firm 
restrictions on the use of military force. Defence exports are often met with public criticism.7 Nonetheless, 
in 2016, German companies invested almost €63 billion in the development of new technologies and 
exported high-tech goods worth around €180 billion.8  

E.1.1. Key industry players  

The German DTIB’s capabilities include conventional attack submarines and frigates, ground-based air 
defence, armoured vehicles, unmanned and autonomous vehicles, electronics, weapons systems and 

                                                      
 
1 Korner, Kevin. 2017. ‘German defence policy: Towards a more integrated security framework.’ Deutsche Bank. As 
of 18 September 2018: https://www.dbresearch.de/PROD/RPS_DE-
PROD/PROD0000000000448936/German_defence_policy:_Towards_a_more_integrated_s.PDF 
2 Buck, Tobias. 2018. ‘Germany pledges to boost defence spending.’ Financial Times. 14 May. As of 18 September 
2018: https://www.ft.com/content/5b683346-578b-11e8-b8b2-d6ceb45fa9d0 
3 The German Federal Government. n.d. ‘A strong commitment.’ 15 June. As of 18 September 2018: 
https://www.bundesregierung.de/Content/EN/Artikel/2018/06_en/2018-06-15-nato-
stoltenberg_en.html?nn=1261110 
4 Federation of German Security & Defence Industry. 2017. ‘BDSV.’ As of 18 September 2018: 
https://fad.di.dk/SiteCollectionDocuments/Materiale%20fra%20industri%20arrangementer/2017-11-
23,%20eksportfremst%C3%B8d%20hos%20KMW%20og%20GDELS/Pr%C3%A6sentation%20af%20BDSV.p
df 
5 Schroeder, Wolfgang. 2016. ‘Germany’s Industry 4.0 Strategy.’ Fredrich-Ebert Stiftung. As of 18 September 2018: 
https://www.fes-london.org/fileadmin/user_upload/publications/files/FES-London_Schroeder_Germanys-Industrie-
40-Strategy.pdf 
6 Miller, R. 2010. ‘Germany's Basic Law and the Use of Force.’ Indiana Journal of Global Legal Studies, 17(2), 197-
206. doi: 10.2979/GLS.2010.17.2.197 
7 Monath, Hans. 2018. ‘Arms exports: Germany, the armoury of the world?’ Euractiv. 25 July. As of 28 September 
2018: https://www.euractiv.com/section/defence-and-security/news/arms-exports-germany-the-armoury-of-the-
world/ 
8 Germany Trade & Invest. 2018. ‘Economic Overview Germany: Market, Productivity, Innovation.’ As of 28 
September 2018: 
https://www.gtai.de/GTAI/Content/EN/Invest/_SharedDocs/Downloads/GTAI/Brochures/Germany/economic-
overview-germany-market-productivity-innovation-en.pdf?v=10 
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ammunition, and contributions to multinational air programmes (e.g. Eurofighter, A400M). An outline 
of Germany’s leading defence manufacturers is provided in Table E.1. 

Table E.1 Selected German defence companies 

Company Focus area 
Number of 
employees 

ThyssenKrupp Military and civil aircraft, land-based vehicles, 
shipbuilding, construction, chemicals, energy 
generation, mechanical engineering 

60,000 

Airbus Deutschland Military and civil aircraft 46,000 

Rheinmetall Defence Land and air defence, weapons and ammunition, 
C4I systems, electro-optics 

24,000 

MTU Aero Engines Military and civil engines and turbines 9,000 

Hensoldt Sensor technologies 4,000 

Krauss-Maffei Wegman Land-based armoured vehicles 2,771 

Diehl Defence Air defence, ammunition 2,341 

Lürssen Defence Military and civil naval vessels 1,600 

MBDA Deutschland Missile systems 1,300 

Source: RAND Europe 

German defence original equipment manufacturers (OEMs) and system integrators are currently involved 
in a range of major defence programmes such as: the Franco-German Future Combat Air System 
(FCAS),9 the Nah-und Nächstbereichsschutz (NNbs) very short and short-range air defence programme 
for the Bundeswehr, the Taktisches Luftverteidingungssystem (TLVS) missile defence system for the 
Bundeswehr, and the LAND 400 programme for the Australian Army. In addition, Germany’s export 
activities are relatively high, amounting to €25 billion between 2013-2016, with naval vessels taking the 
largest proportion of the value of exports of military equipment, followed by wheeled and tracked military 
vehicles, ammunition, and military aircraft/aircraft technology. (See Figure E.2).  

                                                      
 
9 Knight, Ben. 2018. ‘Germany, France present new military aircraft plans in Berlin.’ DW.com, 26 April. As of 18 
September 2018: https://www.dw.com/en/germany-france-present-new-military-aircraft-plans-in-berlin/a-43554242 
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Figure E.2 German DTIB exports in 2016 

 
Source: RAND Europe based on BMWI (2017) 

E.2. Overview of skills gaps and shortages 

The challenge associated with attracting young people to the defence sector was cited by industry 
stakeholders as leading to a shortage in skills required by the industry, particularly with regard to STEM 

skills. While industry programmes appear to be aligned with skills requirements and fit-for-purpose in 
terms of moulding talent to fit demand, attracting talent in an environment where public discourse is 
traditionally critical of the defence industry is seen as a common challenge across the defence industry.  

The demand for the German DTIB’s capabilities in the areas mentioned in Section A.1.1 above will 
stimulate an ongoing need for the following competences:  

 Design, development, systems and production engineering with specialisms in electronic warfare 

systems, mission systems, make-safe engineering, protection systems, mechatronics, radar 
systems, polymechanics, advanced automation, materials, metallurgy, electronics and 
optoelectronics across the naval, land and air domains;  

 Project management with specialisms in defence-related international projects, mission 

management and concept design, commercial and configuration, logistics, digitalisation, 
procurement, safety, operations and technology transfer; 

 Computer science, software development, software engineering and information architecture; 

 Machine operation and maintenance technicians. 

These areas are aligned with the skills supply generated by national and industry led programmes. The 
drive for Industry 4.0 is also likely to generate a rapid proliferation of new technologies, creating demand 
for overlapping skillsets, particularly with regard to advanced automation, digitalisation management, 

and generic engineering skills. This, in turn, could lead to further shortages of defence industrial skills in 
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the sector. In Germany, 73 per cent of CEOs in dual-use industries are concerned about finding the skills 
they need to prepare for the digital workforce.10 Furthermore, according to the EU Skills Panorama, 
Germany is one of seven countries that are already experiencing recruitment difficulties in qualified 

engineers in dual-use industries.11 

For most of the skills that were rated to be of highest importance, the skills gaps were reported by industry 
to likely wane over time, suggesting industry stakeholders’ confidence that programmes will be able to 
meet the demand for the majority of the skills of highest importance.12 However, industry stakeholders 
also identified some skills areas that industry is likely to have increasing difficulty in accessing in the next 
5-10 years.13 

In coming years, industry stakeholders perceive that skills gaps are likely to evolve. Currently, employers 
are challenged to find talented individuals with skills in information architecture, systems engineering, as 
well as safety and governance management.14 In five years, the skills gap for systems engineering, 

mission management and concept design and software design and engineering are likely to become 
increasingly more pronounced, while the skills demand for information architecture and safety and 
governance management will likely be met.15 In 10 years, make-safe engineering skills requirements are 
likely to be increasingly difficult to fill.16 To explain the difficulty of fulfilling these gaps, the most 
common reasons cited were competition for talent with non-defence industries and relatedly, wage 
competition with non-defence industries.17    

E.3. National and regional policies and programmes  

E.3.1. Overview of national and regional policies  

The 2016 Defence White Paper and the Strategy Paper of the Federal Government on Strengthening the 
Defence Industry in Germany18 both prioritise the need for skilled personnel, but do not explicitly define a 
transformation policy on skills development in the defence industry.19 The latter discusses closer 

                                                      
 
10 PwC. 2015. ‘People strategy for the digital age: A new take on talent.’ As of 27 September 2018: 
https://www.pwc.com/gx/en/hr-management-services/publications/assets/people-strategy.pdf 
11 Joyce, Alexa. n.d. ‘Stimulating interest in STEM careers among students in Europe: Supporting career choice and 
giving a more realistic view of STEM at work.’ As of 27 September 2018: 
https://www.educationandemployers.org/wp-content/uploads/2014/06/joyce_-
_stimulating_interest_in_stem_careers_among_students_in_europe.pdf 
12 RAND Europe survey analysis 
13 Ibid. 
14 Ibid. 
15 Ibid. 
16 Ibid. 
17 Ibid. 
18 The German Federal Government 2015. ‘Strategy Paper of the Federal Government on strengthening the defence 
industry in Germany.’ 8 July. As of 27 September 2018: https://www.bmwi.de/Redaktion/EN/Downloads/strategy-
paper-of-federal-government-on-strengthening-the-defence-industry-in-germany.pdf?__blob=publicationFile&v=2 
19 The German Federal Government 2015. ‘Strategy Paper of the Federal Government on strengthening the defence 
industry in Germany.’ 8 July. As of 27 September 2018: https://www.bmwi.de/Redaktion/EN/Downloads/strategy-
paper-of-federal-government-on-strengthening-the-defence-industry-in-germany.pdf?__blob=publicationFile&v=2 



RAND Europe 

12 
 

collaboration between the federal government and the German defence industry, the increase in funding 
to support defence R&D, and the initiation of a public dialogue on the role of the national defence 
industry in society. Sectoral initiatives identify similar priorities. The German Aviation Strategy, for 
example, emphasises the need to secure access to highly skilled personnel for research, development and 
production.20 Although these policies do not convey specific action plans to implement these objectives, 
they could open opportunities to support skills development programmes – particularly through funding 
and through closer overlap between defence capability plans and requirements and skills supply. 

In recent years, Germany’s education policy has increasingly advocated for the transformation to Industry 
4.0 in the effort to strengthen Germany’s manufacturing capabilities in digitalised production 
technologies – primarily focused on civil industry but with applicability to defence manufacturing.21 The 
initiative is highlighted in the government’s High Tech 2020 Strategy and is supported by the German 
Ministry of Education and Research, as well as the German Ministry for Economic Affairs and Energy.22 

E.3.2. Overview of national and regional programmes 

The German government provides funding for defence colleges, public university institutions and public 
technical or vocational colleges that administer defence-related skills programmes. For example, the 
Bundeswehr University in Munich offers publicly funded university and vocational college courses in a 
range of specialised engineering, social science, computer science and business administration areas, as 
well as one defence-specific ‘defence engineering’ programme.23 Germany also possesses a network of 
technical universities in Munich, Berlin, Aachen, Karlsruhe, Stuttgart, Dresden, Darmstadt, 
Braunschweig, Dortmund, Hanover, Hamburg, Chemnitz, Cottbus, Freiberg, Ilmenau and Clausthal-
Zellerfeld that offer dual-use programmes in a range of disciplines of relevance to defence. In Germany, 
federally funded research centres such as the German Aerospace Center (DLR) offer dual-use programmes 
that can be leveraged by the defence sector. Selected programmes are listed in Table E.2. 

  

                                                      
 
20 The German Federal Government. 2016. ‘Aviation Strategy of the Federal Government.’ As of 27 September 
2018: https://www.bmwi.de/Redaktion/EN/Publikationen/aviation-strategy-federal-german-
government.pdf?__blob=publicationFile&v=8 
21 Schroeder, Wolfgang. 2016. ‘Germany’s Industry 4.0 Strategy.’ Fredrich-Ebert Stiftung. As of 18 September 2018: 
https://www.fes-london.org/fileadmin/user_upload/publications/files/FES-London_Schroeder_Germanys-Industrie-
40-Strategy.pdf 
22 European Commission. 2017a. ‘Germany: Industrie 4.0.’ As of 18 September 2018: 
https://ec.europa.eu/growth/tools-databases/dem/monitor/sites/default/files/DTM_Industrie%204.0.pdf 
23 Bundeswehr University of Munich (2018) 
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Table E.2 Overview of selected public skills programmes 

Programme Career stage Domain Skills focus 

Bundeswehr University 
Munich civil and 
military programmes 

University students Cross-domain Cyber security, civil engineering, electrical 
engineering, computer science, intelligence 
and security studies, aerospace 
engineering, mathematical engineering, 
psychology, sports science, state and social 
sciences, business informatics and 
organisational sciences, management, 
computer engineering, military technology 

Technical University 
Munich dual-use 
programmes 

University students Cross-domain Aerospace engineering, architecture, 
automotive software engineering, 
automotive and combustion engine 
technology, chemical engineering, 
cartography, energy and process 
engineering, electrical engineering, 
computational mechanics, industrial 
chemistry, information systems 

German Aerospace 
Center dual-use 
programmes 

University students Air Aerospace engineering 

Source: RAND Europe 

E.4. Industry-led policies and programmes 

On the whole, public initiatives in skills development only a proportion of German defence-related skills 
development programmes, which is largely dominated by industry. The majority of defence companies 
are based in Bavaria,24 which functions as a hub for Germany’s defence manufacturing industry and is 
situated in close proximity with academic institutions such as the Bundeswehr University Munich and 
Technical University Munich. Other hubs include Schleswig-Holstein and Germany’s naval shipyards in 
Kiel.25 Germany’s defence industry notably makes use of the ‘Duales Studium’ or dual system of 
education that places equal emphasis on traditional classroom-based theoretical learning and on-the-job 
training. The ‘dual’ nature of this method of education is reflected in a learning structure that is designed 
so learners spend half of the duration of their 1-1.5 years of study in academic education with a partner 
university, and the other half working in the company under a mentor with a tailored learning 
programme. These programmes also conclude with an academic Bachelor or Master of Science degree. 

                                                      
 
24 Dürselen, G. 2018. ‘Die Rüstungsindustrie boomt in Zeiten von Kriegen.’ Neues Deutschland, 15 February, 5:24 
p.m. As of 18 September 2018: https://www.neues-deutschland.de/artikel/1079584.deutsche-friedensgesellschaft-
die-ruestungsindustrie-boomt-in-zeiten-von-kriegen.html 
25 Dpa. 2018. ‘Rüstungsindustrie in SH: Mehr als zwei Milliarden Euro Umsatz in 2017.’ shz.de, 17 August, 2.11 
p.m. As of 27 September 2018: https://www.shz.de/regionales/schleswig-holstein/verkehr/ruestungsindustrie-in-sh-
mehr-als-zwei-milliarden-euro-umsatz-in-2017-id20739317.html 
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Industry-led programmes in Germany usually focus on mechanical engineering, electrical engineering, 

product design, business administration, or computer science skills. One industry stakeholder stated that 
he perceived no need for engineering skills that are specialised to defence at entry level as the same 
engineering principles are applicable to both the defence and civil industries and defence-specific skills can 
be cultivated during on-the-job training. Defence-specific knowledge is required for project management 
in the defence area due to the unique characteristics of the defence market.  

Table E.3 Overview of selected industry programmes 

Programme Career stage Domain Skills focus 

Rheinmetall Dual-
Degree programme26 

Early-career 
professionals 

Land Industrial electrical engineering, computer 
science, mechanical engineering, business 
administration, mechatronics, production 
engineering, industrial engineering 

TKMS Combined Study 
programme27 

Early-career 
professionals 

Naval - 

Lürssen Dual Degree 
programme28 

Early-career 
professionals 

Naval Shipbuilding and maritime engineering, 
product design, electrical engineering, 
information technology, business administration 

KMW Dual Degree 
programme29 

Early-career 
professionals 

Land Electrical engineering, mechanical 
engineering, computer science 

Airbus Deutschland 
Dual Degree 
programme30 

Early-career 
professionals 

Air Electrical engineering, quality management, 
flight and vehicle informatics, aircraft 
engineering, building technology and 
automation, general engineering defence 
systems, computer science, laser and 
optotechnologies, aerospace engineering, 
mechanical engineering, mechatronics, 
business administration, industrial engineering, 
industrial engineering management 

MTU Aero Engines31 Early-career 
professionals  

Air Mechanical engineering, computer science, 
business administration 

Source: RAND Europe 

                                                      
 
26 Rheinmetall. 2018. ‘Duales Studium by Rheinmetall.’ As of 18 September 2018: 
https://www.rheinmetall.com/de/rheinmetall_ag/career_1/start/dual_study_program/index.php 
27 ThyssenKrupp. 2018. ‘Combined study programs.’ As of 18 September 2018: https://www.thyssenkrupp-
marinesystems.com/en/combined-study-program.html 
28 Luerssen. 2018. ‘Ausbildung oder Duales Studium – volle Kraft in Richtung Zukunft.’ As of 18 September 2018: 
https://karriere.luerssen.de/schueler-und-schulabgaenger/ 
29 Rheinmetall. 2018. ‘Duales Studium by Rheinmetall.’ As of 18 September 2018: 
https://www.rheinmetall.com/de/rheinmetall_ag/career_1/start/dual_study_program/index.php 
30 Airbus. 2018. Airbus – Gaia. As of 21 December 2018: http://programagaia.es/en/airbus-group-and-gaia/ 
31 MTU Aero Engines (2018a) 
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Several German defence companies such as Rheinmetall, TKMS, Diehl Defence, Airbus Deutschland, 
MTU Aero Engines and MBDA Deutschland also offer company-wide or business segment-specific 
internships and traineeships. MTU Aero Engines uniquely offers mid-career development programmes, 
training programmes for secondary school teachers,32 as well as development programmes specifically to 
attract more women into the company.33 

E.5. SWOT analysis of national and industry programmes  

Overall, the available programmes demonstrate relatively even coverage of all domains within the German 
defence industry, aligning closely with the country’s defence skills requirements. Publically funded dual-
use programmes through Germany’s expansive network of technical universities cover a broad range of 
relevant defence skills directly or indirectly. Furthermore, the cross-domain, defence-specific, as well as 
dual-use skills supplied by ‘Duales Studium’ industry programmes are considered by industry stakeholders 
consulted through the study to be aligned with industry needs. Still, defence companies report a shortage 
in defence industrial skills required to support capability development and export demand. Although the 
defence budget is set to increase and there are indications that the public view of the defence industry is 
gradually improving. Competition for STEM talent from the civil sector and the limitations of funding to 
support national and industry programmes are likely to be further exacerbated by the federal 
government’s prioritisation of Industry 4.0. 

Figure E.3 SWOT analysis of national and industry programmes 

Internal factors 

Strengths 

Access to both academic and industry-relevant knowledge 
exchange through dual-use programmes allows the 
effective and smooth translation of academic learning to 
the required skills of the company. 

The high R&D capacity of Germany’s manufacturing 
industry has generated a rich pool of talent in the STEM 
fields.   

The availability of paid traineeships, or dual degrees that 
enable talented individuals, who would normally not be 
able to afford to study before entering the workforce, 
incentivises young people to join the industry. 

The initiation of legacy planning and periodic reviews of 
skills programmes drive continuous improvement and 

Weaknesses 

Dual degrees can be a costly financial investment since 
learners are simultaneously students, as well as part of 
the workforce, limiting their participation in work duties 
for significant periods. However, many in the industry 
believe that the investment is a worthy one. 

                                                      
 
32 MTU Aero Engines. 2016. ‘Human Resources Report 2015/2016.’ As of 18 September 2018: 
http://www.mtu.de/fileadmin/EN/7_News_Media/2_Media/Brochures/Staff/Personalbericht_2016_Englisch.pdf 
33 MTU Aero Engines. 2016. ‘Human Resources Report 2015/2016.’ As of 18 September 2018: 
http://www.mtu.de/fileadmin/EN/7_News_Media/2_Media/Brochures/Staff/Personalbericht_2016_Englisch.pdf 
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modernisation of programmes in relation to technological 
change, companies’ pursued growth areas and the 
Bundeswehr’s capability development plans.  

Germany’s wide network of technical universities and 
defence academies offer programmes in specialised 
engineering courses, computer science and defence-
related skills directly or indirectly. 

External factors 

Opportunities  

Increasing public support for the modernisation of the 
Bundeswehr strengthens the rationale for increases in 
defence spending, which could in turn increase available 
funding for national programmes. 

The strategic importance of Germany’s DTIB to German 
exports could create further incentives for the government 
to support the German DTIB. 

Extensive network of technical universities offer 
programmes in the skills demand areas and incentivise the 
supply of talent for the defence sector. 

The geographic proximity and concentration of defence 
programmes and of clusters in areas such as Bavaria, 
Schleswig-Holstein and Kiel, as well as the potential for 
knowledge transfer through defence programmes such as 
the Franco-German FCAS, NNbs and TLVS could further 
support the development of the DTIB’s skills base. 

Threats 

The stronger influence of the defence industry in contrast 
to the government on the design and implementation of 
programmes could lead to a mismatch between 
capability requirement demand and the supply of skills. 

Negative public perception of the defence industry is a 
challenging factor for attracting talent to careers in the 
defence industry.  

Industry 4.0 could create competition for federal funding 
and skilled personnel in areas where the German DTIB is 
already experiencing a shortage in skills and if civil 
sectors can provide more attractive wages and benefits. 

 

Source: RAND Europe  
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